SHUBHAM A. MEHETRE

CYBER SECURITY ANALYST

PROFILE

3 years of experience in Vulnerability Management, Web App Testing, and
Pen-Testing, along with 1 year of Linux System Administration and 1 year in
Java with Selenium Test Automation. Proficient in Nessus, Burp Suite Pro,
Nmap, Metasploit, Wireshark, OSINT, Git, Linux, Networking, and Scripting.

CONTACT
WORK EXPERIENCE
W +91-9511-73-5122
M admin@shubmehetre.com ¢ Tata Consultancy Services 2022 - PRESENT
Cyber Security Analyst
Q@ Wakad, Pune - 411057

* Led end-to-end Vulnerability Management for 5+ clients.

+ Conducted comprehensive web application and API testing with Burp
Suite and Postman.

» Performed penetration testing with Metasploit and Nmap, identifying

& www.shubmehetre.com

EDUCATION critical security vulnerabilities.
—_ e Managed security operations for multiple clients, ensuring seamless
2015 - 2019 service delivery.
¢ Implemented automation solutions and streamlined processes to
* B.Tech in CSE at Walchand optimize workflow efficiency.
Institute of Technology, Solapur.
¢ Tata Consultancy Services 2019-2021

2013 - 2015 o )
System Administrator & Automation Tester

e St. Lawrence High School, Nashik.
« Administered 70+ Git servers, providing support to various teams, with

SKILLS hands-on experience in tools like WinSCP, PuTTY, and TortoiseGit.
e Conducted Business Continuity Planning (BCP) for all servers and
Vulnerability Management created detailed reports.

o Developed Selenium automation tests for an Insurance Bank,
Web and Network Pen-Testing configuring testing environments, peripheral tools, and utilizing
Linux Administration complex PostgreSQL queries for data retrieval.
* Set up a CI/CD pipeline using Jenkins for daily builds and automated

Python, Bash scripting
report generation.

Effective Communication

Interpersonal and Leadership PROJECTS
Critical and Logical Thinking
Problem Solving + Alien Shooter Game - The classic Alien Shooter game written in
Python.
LANGUAGES * My Website - Setup my website from scratch. Procured domain name,

a VPS server. SSL encryption set using certbot. Mail server also set.
« English (Fluent) . Tools - Plethora 'of. scripts created for automation, for security testing,
e Hindi (Fluent) improve work efficiency, etc.

e Marathi (Fluent)
Note - Source code are available on https:/github.com/shubmehetre

HOBBIES ACHIEVEMENTS

Capture the Flag

Blogging and Technical Writing
Gaming, Football

Table Tennis

« Employee of the Month Awards and Appreciations from Customers



https://github.com/shubmehetre

